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PLANNING FOR PHYSICAL DISASTER
By Philip Jan Rothstein, FBCI
The tragic disasters on September 11, 2001, were a horrible reminder of how 
precarious and precious life is. Even though we cannot predict the future, we 
can prepare for the risks that may be ahead. One tool businesses use to prepare 
is disaster planning. The following is a discussion of three basic steps in the dis­
aster planning process. They are:
1. Assess exposure to various risks.
2. Implement strategies to prevent, mitigate, or recover from identified risks.
3. Prepare and maintain a disaster recovery plan.
Step 1: assess exposure
The first step in preparing to face a physical disaster is to conduct a risk impact 
assessment (RIA) of threats, vulnerabilities, and exposure to loss. This analysis 
should be as broad as possible. Some of the areas of investigation may include 
the following:
● Physical threats and vulnerabilities, such as fire, security, electrical power, 
flooding, natural hazards, neighboring or regional threats, and structural 
threats;
● Computer and communications threats and vulnerabilities, such as data loss 
or corruption, software or equipment failure, telecommunications outages, 
loss of access to computer, and loss of personnel;
● People-related threats and vulnerabilities, such as civil unrest, labor action, 
disgruntled individuals, sabotage, and industrial espionage.
Step 2: implement strategies
The threats or vulnerabilities identified through the RIA process, where feasi­
ble, should be corrected. Where infeasible or not cost-effective, then coping, 
mitigation, or recovery strategies are necessary. Three types of sample strate­





















physical risks, and strategies for information technology 
(IT) risks.
General risks strategies
General strategies to prepare for disaster include training 
staff, categorizing files, and purchasing insurance.
Train staff. Have one or more staff persons trained and 
certified in emergency health procedures. Local hospi­
tals, the American Red Cross, American Heart Association 
chapters, and emergency care consultants offer this type 
of training. Also, contact your local fire department to 
have staff persons trained in fire prevention and the use 
of fire control equipment.
Categorize and back up files. Categorize client and 
firm files and records as vital (irreplaceable or almost irre­
placeable), important (replaceable, but at considerable 
cost), or nonessential (not needed to continue in busi­
ness). Consider all files and records, whether on paper, 
microfilm, or magnetic, optical, or other media. Maintain 
current vital files in fireproof cabinets, positioned near 
the center of the building and as close to wall supports as 
possible. This may prevent their falling into the floor 
below or into the street in the event of structural damage. 
Lock these cabinets when not in use so if the floor col­
lapses, the contents are less likely to scatter. Important 
files are often voluminous, and it might be impractical to 
store them in fire-resistant cabinets. Therefore, they are 
often maintained in regular cabinets in a nonflammable 
area or stored off-site.
Consider whether vital files or records are best stored 
in paper form or on diskette, and plan for the periodic 
review and updating of stored material so the latest ver­
sion of the information is available in the event of disas­
ter. A firm should have a clean desk policy, especially for 
vital records, so all files are returned to safe storage at the 
close of daily business.
Because an accounting firm is highly dependent on 
data, most disaster planning focuses on the preservation 
of files and records. Even a fireproof safe has survival lim­
its, so the most effective procedure is to maintain dupli­
cate copies of at least all vital records at an off-site location. 
An alternative is microfilming records and storing the 
backup microfilm in a bank vault or other secure, acces­
sible, off-site location.
Purchase insurance. Adequate insurance coverage is 
necessary to the survival of a firm. Disaster insurance 
should include the following:
● Replacement cost for building, equipment, and furniture.
● Valuable papers.
● Business interruption and extra expense.
● Legal liability.
Review each aspect of the insurance policy periodical­
ly, especially during periods of rapid growth and chang­
ing values.
Insurance coverage is only as good as your ability to 
prove loss; therefore, you must prepare and maintain an 
inventory of office contents. Learn the necessary docu­
mentation for business interruption insurance; otherwise, 
the amount of loss can be difficult to substantiate.
Do not keep original insurance policies and insurance- 
related documentation at the office. Use a safety deposit 
box or some other secure off-site location to store poli­
cies and insurance documentation.
Specific physical risks strategies
Specific risks to consider include electric power risks, 
fire risks, and weather catastrophe risks.
Electric power protection. Power sources for computers 
and other electrical equipment must be protected from 
blackouts, brownouts, and voltage swings. The first step 
when purchasing a power protection unit is to analyze the 
equipment you want to protect. Specifically, how critical 
is the data provided and how much downtime is tolerable? 
How sensitive is the equipment to power fluctuations, and 
how costly is the equipment to repair or replace?
Uninterruptible power supply (UPS) units and standby 
power supply (SPS) units are sized relative to the equipment 
they protect. UPS protects against glitches, sags, surges, and 
dips. These units operate online, regulate incoming voltage, 
and maintain continuous battery power for several minutes 
during a short-term outage, or until a standby power supply 
is active. Standby power supply (SPS) protects against 
extended outage. The source of power can range from bat­
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teries to diesel or turbine generators, and may power select­
ed equipment or an entire building. Replace surge suppres­
sors periodically because their effectiveness may diminish 
over time with repeated exposure to power surges.
Fire protection. Have your building frequently inspect­
ed by a professional trained in fire prevention. Work with 
building management to identify at least two evacuation 
routes, make fire exits easily accessible, and clear all pas­
sageways of obstruction. Familiarize employees with 
evacuation routes. Install and regularly test fire detection 
devices with remote monitoring and fire extinguishers.
Hire an experienced contractor to conduct thermal 
scanning of electrical power supplies and breaker panels, 
as well as to inspect for proper grounding of electrical 
equipment. Give special consideration to protecting 
employees who are handicapped. Whenever possible, 
use flame-retardant fabric for draperies and upholstery. 
Ensure that sprinklers are installed.
Weather catastrophes protection. To mitigate weather 
catastrophes, locate in an area or building that offers the 
best protection from weather disasters common to the 
region. Locate important equipment and records where 
they are least likely to be damaged by weather.
Information technology risks strategies
Consider the following strategies, which can be com­
bined and adapted.
In multioffice firms, be sure that each office has the 
capacity to carry the critical workload if one office experi­
ences an IT disaster. This decentralization is effective only 
if the facilities are geographically separated; otherwise, 
they run the risk of experiencing the same disaster. The 
procedures and structure to effect recovery at an alternate 
office should be carefully validated and documented.
A reciprocal agreement with another CPA firm is anoth­
er backup method. One serious flaw with this strategy is 
the agreement is often made on a handshake and with lit­
tle or no thought given to implementation. There are 
draft contracts that formalize reciprocal backup agree­
ments and clarify their requirements.
This strategy is inexpensive, but it is often difficult to 
maintain because it is affected by changes in either sys­
tem. Also, if the reciprocal firm is in your area, the agree­
ment may be useless if you share the same disaster.
Commercial recovery site vendors provide access to “hot 
sites,” which are completely equipped computer and com­
munications recovery facilities along with supporting 
resources, trained personnel, and work areas for firm employ­
ees. Hot sites are accessible by a subscription arrangement 
contracted in advance of a disaster. Costs may include 
monthly subscription fees, declaration (activation) fees, and 
daily site usage costs. “Cold sites” and “warm sites” are varia­
tions of hot sites providing a minimal or partially equipped 
computer recovery shell facility. Costs for cold sites or warm 
sites tend to be lower than hot sites, although recovery time 
is longer since equipment must be obtained and installed.
Quick-ship recovery services provide replacement com­
puter and networking hardware rapidly, typically within 
24 to 96 hours after notification. The equipment must 
then be installed, configured, loaded with software and 
data, and validated before use.
Mobile recovery service providers can deliver a self- 
contained computer room on wheels, with or without 
the computer equipment. One advantage of this option 
is that the computer recovery can take place wherever it 
is most desirable, whether near the original facility, or at 
another recovery location. The chief disadvantage is that 
the delivery and startup time for mobile recovery may 
take a week or longer from notification.
Step 3: prepare a disaster recovery plan
Firms should develop, document, and circulate among 
employees a disaster recovery plan; new employees 
should receive a copy as part of orientation. Whether or 
not a firm is able to obtain business interruption insur­
ance, this documented plan is essential—business inter­
ruption insurance is a supplement, not a substitute, for a 
prudent, tested recovery plan. The steps in preparing a 
disaster recovery plan are appointing a disaster recovery 
team, writing the disaster recovery plan, and reviewing 
the disaster recovery plan.
Appoint the disaster recovery team
An important, early step in the preparation of the disaster 
recovery plan is the appointment of the disaster recovery 
team and the disaster recovery team leader. The team lead­
ers and members should each have designated backups 
who are also familiar with the plan. Team members may 
have one or both of two roles: development of the plan or 
execution of the plan during an actual disaster. Team 
duties include the following:
® Gathering and analyzing the information needed to 
create the disaster recovery plan.
® Designing and recording the plan for distribution to all 
employees.
® Conducting disaster drills and spot checks to ensure 
that backup procedures are being followed.
® Revising the plan as changes occur within the physical 
structure or environment, internal operations, busi­
ness needs, or client base of the firm.
® Coordinating the plan with local emergency and med­
ical services, insurance carriers, landlord, security ser­
vices, and backup facilities
® Identifying key vendors, suppliers, and other contacts.
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● Responding to a disaster declaration and executing 
the plan.
Write the disaster recovery plan
The disaster recovery plan document should be terse, read­
able, and actionable. The first step of any disaster recovery 
plan is the declaration or activation of the plan. The indi­
viduals who are authorized to invoke the plan should be 
identified, along with the initial steps that are essential.
All disaster recovery plans must be researched and tailored 
to each firm and to each specific location, and each task list­
ed would require specific, detailed information. There are 
numerous published resources, guides, books, software 
tools, and templates for both business recovery and IT dis­
aster recovery. Regional and national organizations offer 
workshops, conferences, and seminars, which can be valu­
able resources for disaster recovery education and tools. 
Consultants provide a range of expertise and services and 
can be particularly valuable in assessing risk and exposure, 
as well as in designing an appropriate recovery strategy .
To receive a sample outline of a disaster recovery plan, 
e-mail Peggie Burns at mburns@aicpa.org.
Review the disaster recovery plan
All partners and staff should be familiar with the emer­
gency plan, and all details should be rigorously enforced. 
The documented plan should be frequently reviewed and 
updated. On a regular basis, the plan should be exer­
cised. Three example of ways to exercise the plan are: (1) 
a basic exercise may consist of a tabletop walkthrough, in 
which the participants talk through the plan in a confer­
ence room and look for inconsistencies, inaccuracies, 
problems, or unrealistic assumptions; (2) a drill, in which 
participants walk through the recovery process, follow­
ing the steps outlined in the plan document; and (3) a 
full-scale exercise, in which the recovery process is acti­
vated based on assumed conditions (subject to reason­
able modifications to ensure that real business is not 
directly affected).
Should a disaster occur, this plan could help ensure 
employee safety, provide an organized recovery, limit firm 
losses, provide evidence of prudent business practices, 
and speed business recovery ✓
—Adapted from the Management of an Accounting 
Practice Handbook, chapter 215, “Coping with Disaster," 
by Philip Jan Rothstein, FBCI, president of Rothstein 
Associates Inc., Brookfield, Connecticut, a management 
consultancy focusing on business continuity, disaster 
recovery, risk mitigation, and crisis management since 
1985. Phone:(203) 740-7400 or (888) ROTHSTE; e-mail: 
pjr@rothstein.com; Web site www.rothstein.com.
REMOTE COMPUTING: SOFTWARE 
SOLUTIONS
By Randolph P. Johnston and William C. Fleenor, CPA
This is the third in a series of four articles on remote 
computing.
Two distinctly7 different software approaches exist for 
remote computing. In the first approach, the applica­
tions software and the data files run on the user’s remote 
computer and the remote computing software simply 
accommodates connecting the remote computer to the 
office network. This is most frequently accomplished 
using virtual private networking (VPN) software.
The second approach uses remote control software, in 
which the applications and the data remain on the host 
computer (meaning, a computer in the office) and the 
remote computer (meaning, the one in the user’s hands) 
only acts as a dumb terminal that sees screens but does 
no processing and does not have the applications or data 
loaded on it. The user remotely controls the host com­
puter, which is doing all of the processing.
This article discusses both approaches.
VPN Software
VPN software allows users to connect remotely to the 
office network and function as if they were in the office 
physically7 connected to the network with a traditional 
Ethernet cable connection. With VPN software, the 
user’s remote PC becomes part of the office local area 
network (LAN) and, for the most part, has the same LAN 
capabilities as computers in the office do. For example, 
computers connected remotely using VPN software can 
print on office printers and can open and save files to 
network file servers just as they would if they were in 
the office.
VPN software works very well if the remote user has 
both a powerful PC with all the needed applications 
loaded and has a extremely high-speed wide area con­
nection to the office network. This high-speed connec­
tion is necessary because all of the data have to move 
back and forth between the office and the remote com­
puter every time the user opens or saves a file. If the 
files being used are 100 KB or more, this solution works 
poorly7 with a dial-up connection. Even with a DSL or 
cable connection, the performance is poor if the sizes 
are 1 MB or larger.
Microsoft makes VPN software, but does not dominate 
this area the way it dominates others. Furthermore, 
some VPN solutions are hardware-based, meaning that 
you purchase a box that sits on your network and man-
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PARTICIPATE IN THE 2002 TOP FIVE MAP ISSUES POLL
Tell us what’s in the picture for firm challenges in the year ahead. Just choose the top five issues 
that will affect your firm in the next 12 months. (PLEASE CHOOSE ONLY FIVE.)
Put an X next to each of your top five choices.
FAX your completed poll NO LATER THAN November 20, 2001, to 1 (800) 362-5066 or 1 (800) 
329-1112.
Number of professionals in your firm (please circle) 1 2-5 6-10 11-20 21-49 50+
TOP 5 MAP ISSUES POLLNovember 2001
___Accumulating capital
___Fee pressures/pricing of services
___Billing and collection
___Partner compensation
___Succession planning/identifying and developing future owners/funding partner retirement
___Attracting students to public accounting/local firms
___Balancing the needs of staff with the needs of the firm
___Finding and retaining qualified staff (at all levels)
___Training partners and staff (both technical and nontechnical training)
___Keeping up with technology
___Understanding how to use the Internet
___Marketing/practice growth
___Disaster response
___Replacing declining compliance services
___Determining and meeting client needs/expectations/delivering high quality service
___Competition (including competition from nonCPA organizations)
___Choosing a niche or specialization
___Identifying and developing new services
___Capitalizing on opportunities in consulting (including acquiring or enhancing consulting skills)
___Developing international opportunities
___Personal/professional life balance (your own)
___Becoming more socially responsible
___Forming strategic/practice alliances
___Merging your firm/acquiring a firm





___Economic downturn and potential effect on staffing
___Economic downturn and potential effect on business
___Economic downturn and potential effect on running a CPA firm
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Provided by Aon Insurance Services
IDENTIFY "PROBLEM" TAX CLIENTS
Approximately 60 percent of all malprac­
tice claims in the AICPA Professional 
Liability Insurance Program arise from 
tax engagements. Although technical 
errors by the tax preparer generate the 
bulk of these claims, many claims arise 
from engagements for clients that in 
hindsight can be identified as “problem” 
clients. Let’s take a look at a few of these 
client types and the steps that can be 
taken to protect you and your firm.
But I thought you were 
preparing the 
(payroll, sales, use, local) 
tax returns
A small business client runs its cash­
based business on a shoestring, and most 
of the employees are family members. It 
spends most of its time on sales and cus­
tomer service, relying on a family mem­
ber with limited accounting experience to 
do the day-to-day bookkeeping work. 
Inquiries about tax matters generate such 
responses as, “Talk to Mary” (the book­
keeper) or “Mary’s doing that.” Often 
these other tax returns are not filed or are 
not timely filed, sometimes due to igno­
rance or neglect, and sometimes purpose­
ly to avoid paying the tax. Faced with a 
substantial tax bill along with penalties 
and interest, these clients are quick to 
blame their CPA for failing to advise 
them of their tax obligations, especially if 
the tax liability is for a tax the client has 
not previously collected or paid.
Meet with the principal client contact 
yearly to discuss the client’s obligation to 
prepare and file various tax reports and 
returns, and to withhold and remit tax 
payments timely. Document this discus­
sion in the working papers, and each year 
obtain signed engagement letters identi­
fying the specific tax returns to be pre­
pared for the client. If a client has been 
informed of an obligation to collect and 
remit a new tax, send a follow-up letter to 
the client summarizing the discussion.
Don’t worry about it, we 
won’t get audited
In the course of preparing current income 
tax returns, the CPA identifies an error 
made on a prior tax return by the client, 
who previously prepared its own returns. 
The error involves unreported lease 
income, improper deductions, or other 
problems that would result in additional 
taxes if corrected. The client ignores the 
CPA’s recommendation to file amended 
tax returns to correct the error. Nothing 
happens until an audit is initiated over a 
year later, when the client blames the 
CPA for not preparing amended returns 
for filing. By this time, the accrued inter­
est on the unpaid tax and penalties far 
exceeds the tax liability.
Even though Statement on Standards for 
Tax Services (SSTS) No. 6, Knowledge of 
Error: Return Preparation, does not oblig­
ate a CPA to inform a client in writing of 
an error on a prior return, sending a letter 
to the client documenting the need to file 
an amended return is an effective risk 
management practice. If the client takes 
no action to correct the prior error, SSTS 
No. 6 provides that “the member should 
consider whether to withdraw from 
preparing the return and whether to con­
tinue a professional or employment rela­
tionship with the taxpayer. If the member 
does prepare such current year’s return, 
the member should take reasonable steps 
to ensure that the error is not repeated.”
I need to clean up some 
back taxes
Unsolicited, a prospective client shows 
up asking for help, indicating that tax 
returns have not been filed for a while 
and assistance is needed in filing the 
returns and reaching a negotiated settle­
ment with the taxing authorities. The 
client is recently divorced or owns a 
business. The CPA either prepares the 
returns, sends them to the client and 
never hears back from the client, or 
reaches a proposed negotiated settle­
ment with the taxing authority. The 
client either never files the returns or 
balks at accepting the settlement 
because it requires the liquidation of 
business or personal assets, perhaps 
including securities that will result in 
the realization of capital gains upon 
their sale. In both cases, the taxing 
authority ultimately takes action to col­
lect the back taxes and seizes property, 
and the client sues the CPA, alleging 
the CPA is responsible for the loss of 
continued on page rmr 2
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the client’s home or business, or both. 
Additionally, the CPA doesn’t get paid 
for the work performed.
Carefully screen unsolicited new tax 
clients requesting assistance in these types 
of circumstances. In addition to investi­
gating their filing status for the last sever­
al years, determine whether their tax 
problems may extend to third parties, 
such as former partners or spouses. 
Obtain a cash retainer and a signed 
engagement letter clearly defining 
engagement scope before beginning 
any work. Conduct sufficient 
inquiry to determine how the client 
intends to pay its taxes, and satisfy 
yourself that the client can and is 
willing to liquidate assets if neces­
sary to pay the tax. If the client fails 
to respond to phone calls or letters, 
send a letter to resign from the 
engagement, retaining proof of 
delivery.
I’ll get it to you in a 
couple of weeks
Every CPA has clients that have 
poorly maintained records and that 
procrastinate in providing data need­
ed to file returns, but some clients 
are so bad in this respect that they 
are basically a “claim waiting to 
happen.” Clients who own a business but 
keep their records in a shoebox fit this cat­
egory not because they will require an 
automatic extension of time to file, but 
because their recordkeeping is so poor that 
they can’t produce sufficient data for the 
CPA to determine their estimated tax lia­
bilities. When clients are subsequently 
assessed late payment and underpayment 
penalties, they blame the CPA for failing 
to advise them of their obligation to make 
an estimated tax payment.
Most CPAs have a few clients that could 
fit into this category. Consider whether 
the fees generated by the client warrant 
assuming the additional risks associated 
with the work. If the additional risks are 
warranted, require a signed engagement 
letter that includes a specific deadline for 
the client to provide data needed to, at a 
minimum, calculate estimated taxes and 
file for an extension. Explain that penal­
ties and interest accrue on taxes that are 
not timely paid. This deadline should be 
at least 60 days before the initial filing 
deadline, and the engagement letter 
should provide that the CPA retains the 
right to resign from the engagement if the 
client does not produce requested data 
prior to the deadline. If resignation is 
required, do so via letter and retain proof 
of delivery.
It’s your fault I owe late 
payment penalties
Many CPA firms continue to prepare tax 
returns for clients that they have not met 
face-to-face for several years, and per­
sonal contact is limited to a few phone 
calls or e-mails. When CPAs are unable 
to contact a client by telephone or e-mail, 
they may file for an automatic extension 
of time on behalf of their client as a cour­
tesy. They never hear back from the 
client, and assume that the client hired 
someone else to prepare its returns. 
Months later, the former client presents a 
claim against the CPA for the late penal­
ties and interest owed when the returns 
are finally filed.
The best way to avoid claims in 
these situations is to send a letter to 
those clients who don’t respond to 
inquiries and inform them of their 
obligation to either timely file their 
returns or file for an extension of 
time and to pay actual or estimated 
taxes by the deadline. Indicate that 
if the client does not provide 
requested data by the specified 
deadline, your firm will not provide 
tax services. While automatically 
filing extensions for good clients 
makes good business sense, assum­
ing this duty on behalf of a $300 
tax client you haven’t met in two 
years does not.
While many CPAs routinely 
encounter clients exhibiting some of 
these behavior traits, most are fortu­
nate not to experience claims as a result. 
However, taking a little extra precaution 
before and during tax season can help 
prevent these avoidable claims. Now is a 
good time to review client lists and deter­
mine what action to take before tax orga­
nizers are sent out for the year.
—By Joseph Wolfe, Director of Risk 
Management, Accountants Professional 
Liability, CNA, CNA Plaza, Chicago, IL 
60685.
Aon Insurance Services, the national administrator for the AICPA Insurance Program, is a division of Affinity Insurance Services, Inc.; in California, Minnesota, and 
Oklahoma, it is a division of AIS Affinity Insurance Agency, Inc.; in New Hampshire and New York, it is a division of AIS Affinity Insurance Agency.
These articles should not be construed as legal advice or a legal opinion on any factual situation. As legal advice must be tailored to the specific circumstance of each 
case, the general information provided herein is not intended to substitute for the advice of professional counsel.
Nothing contained herein should be construed as acknowledgement by Continental Casualty Company that a given situation would be covered under a particular 
insurance policy. To determine whether a specific situation may be covered, please refer to your policy. Only the insurance policy can give actual terms, coverage, 
amounts, conditions, and exclusions.
Continental Casualty Company, one of the CNA insurance companies, is the underwriter of the AICPA Professional Liability Insurance Program.
CNA is a service mark registered with the U.S. Patent and Trademark Office.
© 2001, Continental Casualty Company. All rights reserved.
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PRE-TAX SEASON CHECKLIST
• Review tax return volume from the prior 
season and expected staffing require­
ments for this season. Initiate contact 
with independent contractors that assist­
ed last tax season, determine their avail­
ability, and reach a tentative agreement 
regarding hours, fees, and benefits.
• Determine whether additional tempo­
rary staff will be required and initiate 
hiring search.
• Review research library and training 
materials and verify that materials are 
current and accessible to staff. Verify 
that staff has access to electronic data­
bases used as reference materials and 
have them test databases in operation.
• Create a tax-training plan for both 
staff and independent contractors, 
including a timeline for completion. 
Provide separate training tracks for 
professionals who will only prepare 
returns and those that will provide tax­
planning advice to clients.
• Test the tax software purchased for the 
upcoming tax season. Check the soft­
ware developer’s Web site for new 
updates and downloads. Train firm 
principals to operate the software 
before presenting it to staff.
• If your firm sends newsletters to 
clients, review the last several issues. 
If clients have not already been 
informed of significant changes in 
state and federal income tax matters, 
either send out an updated newsletter 
to do so or include comments about 
these changes in the cover letter to be 
sent out with tax organizers.
Indicate that clients should contact 
your office to set up an appointment 
to discuss tax-planning issues before 
year end.
• Review list of tax clients from the 
prior season. Consider “firing” unprof­
itable, slow-paying, and “problem” 
clients.
• Review quality control procedures 
applicable to tax work and revise as 
needed. Reviewing client data prompt­
ly when received, using a common 
docketing system to avoid missed 
deadlines, and routinely monitoring 
the work performed will help prevent 
errors and, in turn, malpractice claims. 
Most tax malpractice claims arise 
from inadequate review of client data 
and completed returns, not inadequate 
training.
• Review firm policy on issuing engage­
ment letters. Even though obtaining 
signed engagement letters is always 
the preferred risk management tech­
nique, unilateral engagement letters 
sent out with tax organizers may be 
more practical for high-volume tax 
return preparation for individuals.
Obtaining signed engagement letters is 
recommended for all business clients, 
trustees, executors or personal repre­
sentatives, and high net worth individ­
ual clients.
—By Joseph Wolfe, Director of Risk 
Management, Accountants Professional 
Liability, CNA, CNA Plaza, Chicago, IL 
60685.
AN IMPORTANT MESSAGE FROM AON INSURANCE SERVICES, ADMINISTRATOR 
FOR THE AICPA INSURANCE PROGRAMS
We are all saddened by the tragic events 
that took place on Tuesday, September 
11, 2001. Our thoughts and prayers are 
with the families of the many people 
affected by that day’s events. Aon 
Corporation has numerous offices in the 
New York City area; its largest was 
located in Tower 2 of the World Trade 
Center. The vast majority of our col­
leagues who worked at the World Trade 
Center or traveled there on business 
were reported safe, and we would like 
to reassure you that Aon’s disaster 
recovery efforts are well underway.
In addition to supporting fellow 
employees and their families, our 
50,000 employees in our 600 offices 
around the world have rallied together 
to ensure that our clients’ needs are 
being met during this challenging peri­
od. Financial records and systems are 
fully intact. All of Aon’s normal pro­
cessing systems are up and running.
We are grateful to our IT team, who 
worked relentlessly to maintain the 
integrity of our systems and data.
Although the Aon community has 
been affected immensely by this disas­
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work on the AICPA Insurance Programs 
in New York City are accounted for and 
their offices are intact. The Aon 
Insurance Services service center, locat­
ed near the World Trade Center at One 
Whitehall Street, was inaccessible from 
September 11 through 17; however, that 
office has now resumed normal opera­
tions. The AICPA Life, Disability, Long 
Term Care and Personal Liability 
Umbrella are serviced out of this loca­
tion. Both our Hatboro, PA, and 
Chicago offices are and have been oper­
ating normally.
AICPA members with questions regard­
ing their insurance or other servicing 
issues should use their normal contact 
information for each plan. Inquiries also 
can be directed to www.cpai.com.
We join our nation with prayers and 
condolences for those lost, and in the 
American spirit, are working to get things 
back to normal.
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TAX PRACTICE AND ENGAGEMENT LETTERS
By now practitioners are well aware of 
the recommendations of professional 
malpractice defense attorneys and insur­
ers to issue annual engagement letters to 
clients as a means of defining the scope 
of the engagement, the responsibilities of 
the client, fee terms, and the conclusion 
of the engagement. More than 10 percent 
of all malpractice claims in the AICPA 
Professional Liability Insurance Program 
arise from disputes regarding the terms of 
the engagement.
As tax season approaches, it is a good 
time to revisit your firm’s policy on the 
use of engagement letters and to consider 
updating it.
Most firms prepare business tax returns 
as part of a larger client engagement that 
includes bookkeeping, financial statement 
preparation, or consulting services. 
Business clients should consistently be 
required to sign an annual engagement 
letter as a condition of continuing to ren­
der services. With respect to tax matters, 
the engagement letter should identify the 
client’s year end for tax purposes, the 
specific tax returns to be prepared, and 
any change in tax status that has occurred 
since the filing of the prior year’s returns. 
Because tax returns are often prepared 
months after an engagement letter has 
been issued, practitioners should review 
the engagement letter before following 
up with the client for supporting docu­
mentation. If the client has initiated 
action during the year that affects their 
tax status, such as selling or shipping 
goods out of state or overseas or convert­
ing accounting records from cash to 
accrual basis, send a follow-up letter clar­
ifying the change in status. If additional 
tax returns need to be prepared as a 
result, explain billing terms and ask the 
client to sign and return the letter to 
authorize your firm to perform these 
additional services.
Increasingly CPA firms are performing 
accounting services traditionally per­
formed by the client by hosting client 
records on firm computers. Once the client 
starts outsourcing these services, confu­
sion can arise regarding responsibility for 
preparing and filing payroll, sales, use, 
and local tax reports. If the client is out­
sourcing accounting services to your firm, 
engagement letters should clearly indicate 
the client’s responsibility to prepare and 
file these reports. If your firm is preparing 
the reports, the engagement letter should 
indicate that the client is responsible for 
the timely fifing of these reports as well as 
the payment of taxes. Clients experiencing 
financial difficulties tend to put tax pay­
ments at the end of the line behind pay­
ment of payroll and vendor invoices, and 
may accuse their CPA of having failed to 
advise them of their duties and applicable 
deadlines when taxing authorities start 
proceedings to collect unpaid taxes.
Preparing tax returns for individuals is 
high-volume work. For many firms, a 
substantial part of their income is generat­
ed during tax season, and saving time 
becomes paramount. However, the cost of 
defending and settling even one malprac­
tice claim, in both dollars and lost time, 
far exceeds the cost of sending out annual 
engagement letters.
Engagement letters should be sent to 
individual tax clients along with tax orga­
nizers at the beginning of tax season. 
Even though obtaining a signed engage­
ment letter before rendering services is 
the preferred risk management method, 
this may not be practical or cost-effective 
to do for all clients. Nevertheless, criteria 
can be developed to identify those indi­
vidual tax clients presenting elevated risk, 
and obtaining signed engagement letters 
is appropriate for these clients. Examples 
of clients presenting elevated risk are high 
net worth clients, clients with overseas 
income or income earned in multiple 
states, and couples that are separated or in 
the process of getting divorced.
An important matter that must be 
addressed annually for all individual tax 
clients is disclosure of your firm’s con­
sumer privacy policy, as required under 
the Federal Trade Commission’s (FTC’s) 
Privacy of Consumer Financial 
Information Rule. The rule requires that 
certain disclosures regarding your firm’s 
privacy policy and practices be made to 
the consumer in writing, unless the client 
exclusively conducts business with your 
firm electronically, in which case disclo­
sures can be posted on your firm’s Web 
site, subject to the provisions of the rule.
The simplest way to maintain compli­
ance with the rule is to include this dis­
closure as an attachment to an annual 
engagement letter to the client. Firms 
should consult with their attorney and 
their professional liability insurer regard­
ing an appropriate disclosure notice.
Policyholders in the AICPA 
Professional Liability Insurance Program 
can download a free copy of the guide, 
Preparing and Using Engagement Letters, 
by accessing the program’s Web site at 
http://www.cpai.com/account/busneeds/ 
riskmgt/letters.php. This guide was sub­
stantially updated and expanded in 2001 
to address changes in the law and within 
the profession.
Engagement letters are an important risk 
management tool for every CPA practice. 
Presenting annual engagement letters to 
tax clients can help prevent claims, and in 
the case of individual tax clients, can 
facilitate compliance with the FTC rule 
on consumer privacy.
—By Joseph Wolfe, Director of Risk 
Management, Accountants Professional 
Liability Group, CNA, CNA Plaza, 
Chicago, IL 60685.
The Professional and Personal Liability Insurance Programs Committee objective is to assure the availability of liability insurance at reasonable 
rates for local firms and to assist them in controlling risk through education. For information about the AICPA Program, call the national admin­
istrator, Aon Insurance Services, at (800) 221-3023, write Aon at Aon Insurance Services, 159 East County Line Road, Hatboro, PA 19040-1218, 
or visit the AICPA Insurance Programs Web site at www.cpai.com.
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ages the VPN traffic rather than just running VPN 
software on a server. Notable VPN solutions that are 
worthy of consideration and the cost for each 
include 3Com Remote Access System 1500 ($7,770), 
Lucent/Ascend MAX 800 ($2,400), Intel LanRover E 
Plus ($7,842), and Extended Systems ExtendNet VPN 
($900-$2,100).
Remote control software
Since most remote users do not have extremely high­
speed (10 MB or better) access to the office network, 
the second category of remote computing software 
(remote control software) generally offers a far supe­
rior solution. The two products dominating the mar­
ket are Symantec’s PcAnywhere, at the low end, and 
Citrix MetaFrame at the high end.
PcAnywhere. Many people remember using 
pcAnywhere over phone lines with modems to pro­
vide remote support. You literally operate someone 
else’s computer from your computer. What appears 
on their screen, you see on your screen. What you do 
on your keyboard also occurs on their computer.
The most recent versions of pcAnywhere operate










Win32 ✓ ✓ ✓ ✓
WinCE ✓ ✓ ✓ ✓
PocketPC ✓ ✓ ✓
EPOC ✓ ✓ ✓
Active-X ✓ ✓ ✓ ✓
Winl6 (WFW 311) ✓ ✓ ✓ ✓
Winl6 (WFW 3-1) ✓ ✓ ✓
DOS (16-bit) ✓ ✓ ✓
DOS (32-bit) ✓ ✓ ✓
Java (JDK 1.0&1.1) ✓ ✓ ✓
Plug-in ✓ ✓ ✓
Mac ✓ ✓ ✓
Linux ✓ ✓ ✓
Solaris (SPARC) ✓ ✓ ✓
Solaris (x86) ✓ ✓ ✓
HP/UX ✓ ✓ ✓
AIX ✓ ✓ ✓
SunOS ✓ ✓ ✓
Tru64 ✓ ✓ ✓
SGI ✓ ✓ ✓
SCO ✓ ✓ ✓
over TCP/IP (meaning that they will run over the 
existing Internet connection) without the need for a 
modem. If your remote computer has an Internet con­
nection and the office computer is connected to the 
Internet, pcAnywhere is an inexpensive solution ($159) 
that is fairly easy to implement. It works particularly well 
for file transfers and for occasional remote computing 
needs. Bandwidth (meaning, the speed of your connec­
tion to the office over the Internet) is certainly an issue, 
but since the data files do not go back and forth, it is not 
nearly as much of an issue as it is with VPNs. Only the 
screen redraws go back and forth.
Citrix MetaFrame. For those with serious remote 
computing needs, the best product in the market today is 
Citrix MetaFrame. Citrix servers run applications on larg­
er servers in the main office and users run a Citrix 
Neighborhood client on their workstation. Different 
operating systems (Apple OS, UNIX, etc.) can be support­
ed in addition to most of the Windows platforms. Exhibit 
1, “Citrix MetaFrame Compatibility With Various 
Operating Systems,” gives an outline.
In many cases, the use of Citrix can eliminate or 
reduce the need to upgrade local work stations, allow 
the purchase of thin client terminals, and allow remote 
users to run at high speeds even over dial-up lines. In a 
number of cases, you will find that remote applications 
can be run faster than those run in the office. This is 
because the Citrix server (which is actually running the 
applications) is probably faster than your office PC. You 
may be tempted to use the Citrix server while in the 
office as well. Many businesses and firms have eliminat­
ed servers in remote locations, avoiding Novell and 
Windows server upgrades, by installing more Citrix 
servers.
Another important advantage of the Citrix approach is 
that the data does not have to leave the office. Since the 
Citrix server is working in the office with the primary 
copy of the data, there are no redundant copies. There is 
no worrying about which is the most recent copy of the 
data file and less risk of the data being copied inappro­
priately. This is particularly advantageous for CPA firms 
doing remote tax processing. Furthermore, you do not 
have to worry about keeping the software up-to-date on 
the remote computer because the software is running on 
the Citrix host computer and the remote computer is 
only getting the screen redraws.
Citrix MetaFrame requires server class hardware. Other 
considerations include the following.
● Budget for twelve users per server, although, as a prac­
tical matter, more can be run.
● Dual processors are better for more than five users.
● Memory base is for OS 32 MB; allowance per user 
16-64 MB; and typical total memory 1GB RAM
● Connections can be made via local LAN, Internet, and 
dial-in modems.
continued on page 6
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continued from page 5 — Software Solutions
● Mirrored disks are the minimum and separate paging 
disks for memory swaps increase performance.
● Servers with multiple disk controllers are better and 
RAID is sufficient for data, but we recommend loading 
applications and having data storage on a separate 
server.
Citrix MetaFrame clients can be widely distributed and 
used by many different users without many restrictions. 
Competitors like Microsoft have more restrictive licens­
ing. On the surface, using Microsoft Terminal Server may 
look less expensive, but check the license agreement 
carefully. More importantly, Citrix MetaFrame has some 
advantages over Microsoft Terminal Server, which include










Server-based load balancing ✓ ✓ ✓
Application-based load balancing ✓ ✓
Load balancing based on resource utilization ✓ ✓
Load balancing reconnect support ✓ ✓
Instant load balancing feedback ✓ ✓
Specify client IP range for application access ✓ ✓
Load balance across unlimited subnets ✓ ✓
System Monitoring and Analysis
Perform system capacity planning ✓
Real-time performance graphing ✓
Set custom resource thresholds ✓
Receive pager, SMS, and e-mail alerts ✓
Application monitoring ✓
Server farm monitoring ✓
Customized reporting ✓
Schedule automatic server reboots ✓
Application Packaging and Delivery
MSI support ✓ ✓
Centrally install and uninstall applications ✓
Distribute service packs, updates and files ✓
Schedule application delivery ✓
Support for unattended installs ✓
Inventory installed applications ✓
Network Management (multi-user)
Integrate with third party network 
management platforms
✓
SNMP monitoring agent ✓
better security, higher perfor­
mance, better control of print­
ers, and shadowing (meaning, 
support of end users by watch­
ing and assisting their actions). 
Exhibit 2, “Features of a Citrix 
MetaFrame,” illustrates the 
depth of features present in 
Citrix MetaFrame. Many of 
these features are not yet avail­
able in Microsoft Terminal 
Server. Using a “thin band­
width” client like Citrix will 
improve performance while 
reducing administration.
Conclusion
All of the preceding solutions 
are good, depending on the sit­
uation. For example, if you 
have one primary office with a 
data file server and one user in 
a remote office with a high­
speed connection to the prima­
ry office, the VPN solution 
might be right for you. On the 
other hand, if you only do occa­
sional remote computing and a 
lot of remote file transfer, 
pcAnywhere might be the right 
solution. Finally, if you do a lot 
of remote computing, want the 
fastest solution available, and
The costs for Citrix MetaFrame are as follows:
● $4,995 for up to fifteen users, additional five-user 
packs available
● $ 1,995 for maximum of five users; non-upgradeable
● $1495 for load balancing, a feature that supports mul­
tiple Citrix servers and provides users with a higher 
level of fault tolerance
© Typical Total costs for a five-user system: $6,000; for a 
twelve-user system: $18,000
want the security of having your applications and data 
remain in the office, Citrix is clearly the choice. ✓
By Randolph P. Johnston, Executive Vice President, 
and William C. Fleenor, CPA, chief financial officer, 
K2 Enterprises, Hammond, Louisiana. K2 Enterprises 
provides technology CPE for CPAs. Phone: (504) 
542-9390; e-mail: randy@K2e.com and will@K2e.com.
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PCPS 
UPDATE
Join the MAP network meetings and share 
valuable information with other firms
A successful accounting practice rests on three pillars. 
Two—business development and highest quality, prof­
itable client service—demand so much of our attention 
that the third—management of accounting practice or 
MAP—sometimes recedes into the background. But MAP, 
however, is indispensable to the other two. Without 
sound management, a firm has little hope of delivering 
quality service or of profitability, and still less of estab­
lishing a good reputation and drawing new clients. Even 
more important is the image aspect: how can CPAs pre­
sume to tell others how to run their business if they can’t 
put their own house in order?
A firm can refine its understanding of MAP in a variety 
of ways, including formal training in new management 
tools, philosophies, and processes. However, MAP is prac­
tical, not just theory. Its essence is conveyed not in semi­
nars but in the living give-and-take of exchanges of infor­
mation, the collective body of knowledge accumulated by 
practitioners. As Nancy Myers put it in the June 2001 
Practicing CPA, the “sharing of ideas is at the heart of the 
MAP experience.” That’s why PCPS institutionally 
enhances that experience by coordinating MAP Network 
meetings. Two such meetings are scheduled for this fall. 
For large firms (25-49 CPAs), there will be a MAP Network 
meeting in New York City on October 26, 2001. For medi­
um firms (10-24 CPAs), the next MAP Network meeting 
will take place on November 8 and 9, 2001, in New 
Orleans, where an integral part of the meeting will be 
spent with a facilitator leading a discussion on partner 
issues such as compensation and evaluation. This group 
will also spend some time discussing market issues. Both 
groups will share valuable information, such as practice 
management tips, niche services and best practices of ser­
vice line deployment, firm operations, and other pertinent 
professional issues. PCPS encourages all its members to 
attend. For more information, interested persons should 
visit the Web site at www.aicpa.org/pcps or contact the 
AICPA Firm Practice Management Staff at (800) 272-3476.
PCPS announces new committee appointments
PCPS can’t do its work without the efforts of the dedicat­
ed members who offer their time to serve on its commit­
tees. We are pleased to announce the appointment of six 
new committee members. Bea Nahon, Bellevue, WA, Bea 
L. Nahon, CPA; Rich Caturano, Boston, MA, Vitale, Caturano 
& Company; Wayne Berson, Bethesda, MD, Lang Group 
Chtd.; and David Morgan, Brentwood, TN, Lattimore, Black, 
Morgan & Chain have joined the Executive Committee. 
Rich Maloney, Framingham, MA, Canby, Maloney & Co., 
Inc.; and Louise Anderson, Gainesville, FL, Davis, Monk & 
Co. are new members of the MAP Committee. Each com­
mittee member will serve one three-year term.
Succession planning conference in New Orleans
One of the most important practice areas for many of our 
members is succession planning. That stands to reason, 
because so many clients of PCPS members are small- to 
medium-sized businesses, usually closely held, often run by 
a single founding entrepreneur or a family—organizations 
without a succession mechanism in place and probably 
subject to special accounting issues. PCPS acknowledges 
the importance of succession planning by concentrating 
this year’s MAP Forum on succession planning issues. The 
succession planning conference is scheduled for 
December 2, 3, and 4, 2001, in New Orleans.
Please call (888) 777-7077 for further details.
Ways AICPA members can help survivors and families of victims
Listed below are several actions members can take to 
help those harmed by the September 11 attacks.
Contribute to either the AICPA Benevolent Fund, 
which helps members and their families when they 
face financial difficulty caused by misfortune, or the 
CPAs in Support of America Fund, Inc., a new fund 
which helps anyone (individuals, firms, organizations, 
or families) who needs assistance as a result of the 
attacks. To contribute, send a check in the name of the 
fund to AICPA, Harborside Financial Center, 201 Plaza 
Three, Jersey City, NJ 07311-3881. For more informa­
tion, visit www.aicpa.org or www.cpa2biz.com.
Volunteer time to consult with survivors and families of vic­
tims who need financial guidance. If you have financial plan­
ning experience and would like to contribute your time and 
expertise, contact the AICPA via telephone at (877) 
CPA-4ALL between 8:00 a.m. and 8:00 p.m. EST or via e-mail 
at cpa4all@aicpa.org. Your name will be added to a list of 
practitioners donating their expertise. As people call for assis­
tance, you will be matched with a person or family in need.
Visit and refer others to www.cpa2biz.com/recovery, 
a dedicated resource center established by CPA2Biz, 
which provides information, articles, and resources related 
to issues that arise from this tragedy. ✓
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AUTHOR'S REPONSE
I want to thank all of the CPAs who took the time to 
respond to my August article titled “The New Global 
Credential: Top 10 Reasons in Its Favor.” Of course, some 
of you agreed with me, and some disagreed.
To those who disagreed, I would point out that the arti­
cle was simply my opinion, one that I came to after 
exploring the concept of the global business credential 
(GBC) and knowing some of the concerns I have when 
dealing from my local office with business people in the 
global community. To say that the only reason to oppose 
the credential is because you have not gathered all the 
facts may have been a bit presumptuous on my part. 
However, part of my mission in that article was to stimu­
late thought and discourse.
To those who chose to compliment my work in the arti­
cle, thank you for your thoughts. I believe all CPAs must 
give thoughtful consideration to this proposal because it 
follows the concept of the Vision project that the profes­
sion developed at the grassroots level several years ago. 
Despite wishes to the contrary, I do believe the world in 
which CPAs work is changing, and we must, in the words 
of a former car manufacturer, “lead, follow, or get out of 
the way.”
I believe the global business credential is one step we 
as CPAs should consider making in an effort to portray 
ourselves as the forward thinking, strategic business 
advisers that we are, rather than the “numbers-people” 
that many people still think of us as.
Richard V. Kretz
Managing Partner
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